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Abstract—Memory-based Physical Unclonable Functions 

(PUFs) are normally used for authentication and key generation 

for hardware security. Various types of memories, such as 

SRAM, DRAM, and flash, are explored for their effectiveness as 

PUFs. SRAM (Static Random-Access Memory) has been a 

prominent choice for PUF applications due to its reliable start-

up pattern, which exhibits variability across different chips due 

to inherent manufacturing differences. DRAM (Dynamic 

Random-Access Memory) PUF can be based on start-up 

pattern, DRAM related latency parameters, or DRAM 

retention. In this paper, we explored both embedded SRAM and 

SDRAM of an FPGA to be utilized as PUFs. SRAM is, as 

expected, shown to be effective and reliable as a PUF. Its start-

up pattern is well-established for generating unique identifiers. 

Although SDRAM shows promising randomness, its bit error 

rate (BER) is high (exceeding 50%), which significantly impacts 

its reliability as a PUF. A high BER means that the data 

obtained from the SDRAM can be unreliable, which is critical 

for PUF applications where consistency is key. Since most of the 

system has both SRAM and SDRAM, we recommend that 

SRAM can be utilized continuously for its established reliability 

as a PUF. Meanwhile, SDRAM with its strong randomness 

attributes make it a good candidate for a different role, which is 

a seed for data obfuscation to scramble or obscure data, 

especially in scenarios where authentication fails, thus 

enhancing overall security. 

Keywords—authentication; physical unclonable function; 

reliability; robustness; randomness 

I. INTRODUCTION  

Memory-based Physical Unclonable Functions (PUFs) 

play a crucial role in authentication and key generation; they 

leverage the inherent manufacturing variations in memory 

cells to generate unique and unpredictable responses. PUFs 

are embedded in hardware, which provides a layer of physical 

security that software-based solutions cannot match. This 

inherent security helps protect against cloning and replay 

attacks. PUFs can be used to generate cryptographic keys on-

demand. These keys are derived from the PUF’s response 

dynamically and do not need to be stored permanently, 

reducing the risk of key exposure or theft. In addition, the 

approach has lower hardware overhead.  

Start-up based SRAM PUFs exploit the unique start-up 

values of SRAM cells when power is first applied. Due to 

manufacturing process variations, each SRAM cell may start 

in a different state, creating a unique pattern of 0s and 1s 

[1,2]. When powered off and then on again, a good SRAM 

PUF exhibits the same start-up pattern due to inherent cell 

characteristics [3]. DRAM (Dynamic Random-Access 

Memory) PUFs can also use the initial state of memory cells, 

but DRAM cells require periodic refreshing to maintain data, 

which adds complexity. Moreover, the need for power cycles 

and a waiting period before capturing the PUF responses to 

obtain reliable signatures is another primary challenge [4]. 

Besides start-up patterns, DRAM PUFs can be explored 

based on latency (DRAM-related timing parameters) and 

retention (how long data remains stable after refresh is 

stopped) [5]. These factors can contribute to variability used 

in PUF applications.  

However, SRAM PUFs can be unstable due to 

environmental factors and inherent circuit mismatches. 

Several studies highlighted the need to improve their stability 

and robustness. Methods like error correction code (ECC) 

and fuzzy extractors enhance PUF reliability by correcting 

errors found in PUF responses. Kim et al. demonstrated that 

ECC could reduce error rates to less than 10⁻⁶ [6]. Chen et al. 

achieved a failure rate lower than 10⁻⁹ using polar codes [7], 

while other studies proposed integrating ECC with masking 

methods to minimize data requirements [8-10]. Techniques 

such as Von Neumann extractors, fuzzy extractors, and 

Linear Shift Register extractors [11] improved SRAM PUF 

performance. Liu et al.'s improved Von Neumann extractor 

reduced errors to under 1% [12]. While fuzzy extractors 

ensure stable key generation, Ali Pour et al. introduced a 

masking mechanism on top of the extractors to protect helper 

data [13]. Physically altering SRAM cells can also enhance 

stability but may affect regular memory operations. These 

techniques include using dual-mode SRAM cells, Hot Carrier 

Injection (HCI), and various transistor adjustments. Liu et al. 

achieved a 100% stable PUF with HCI [14], while Chang et 

al. designed a dual-mode SRAM cell optimization using 

word-line voltage modulation and dynamic voltage scaling to 

improve reliability [15]. Research into alternative transistor 

technologies, like FinFETs, shows promise for SRAM PUFs. 

Zhang et al. [16] and Narasimham et al. [17] found that 

FinFET SRAM PUFs offer stable performance despite aging 
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challenges. Methods for selecting stable SRAM bits include 

analyzing spatial dependencies, discharge inversion effects, 

and power supply variations. Liao et al. [18-20] and Lee et al. 

[21] developed techniques to identify and use stable SRAM 

cells for better reliability. Data remanence-based technique 

[22-23] uses retained data after power-off to select stable 

SRAM cells, improving key consistency. Studies suggest 

optimizing power-off durations and using data retention 

metrics for better PUF performance. 

Kumar et al. investigated the use of Dynamic Random-

Access Memory (DRAM) startup values as a PUF response 

[24]. The process involves precharging the DRAM, allowing 

it to settle, and then activating the sense amplifier to read the 

DRAM values. Some cells discharge slower and remain at 1, 

while others discharge faster and switch to 0. The captured 

value serves as a seed for a Linear Feedback Shift Register 

(LFSR) to generate a random number as the PUF response. 

Key findings include approximately 50% uniqueness, 99% 

reliability under voltage and temperature variations, 47% bit 

aliasing, and 48% uniformity. Zheng proposed using Pico-

Physical Unclonable Functions (Pico-PUFs) to supply a 

random initial pattern as a challenge to DRAM, reducing the 

size of the PUF challenge and response during enrollment 

[25]. The process involves initializing DRAM with a random 

pattern, disabling refresh operations, and later recharging the 

DRAM. The PUF response is read out based on the precharge 

time (TRP). Post-processing involves using Error-Correcting 

Codes (ECC) to generate a codeword from the PUF response, 

which is then XORed with the response to create helper data. 

This data is stored for reconstruction. In PUF reconstruction, 

H (a secret key) is XORed with the generated PUF response, 

decoded by ECC, and compared with the original golden key. 

The uniqueness achieved is 45%, and the bit error rate (BER) 

is 0.44%. [24] initialized the DRAM pattern with a 

precharging process while [25] initialized the DRAM pattern 

with an external PUF, namely Pico-PUF so these two work 

are not based on the original startup patterns of DRAM.  

Our study compares both startup-based SRAM PUF and 

startup-based DRAM PUF. We explore the characteristics of 

DRAM PUF which is based on purely the startup values and 

discusses the effectiveness of DRAM PUF based on the 

original startup values. The rest of the paper is outlined as 

follows. Section II discusses the performance metrics related 

to DRAM PUFs. Section III describes our methodology to 

setup the comparison between the SRAM PUF and DRAM 

PUF utilizing the embedded memories on FPGA boards. We 

also detail out the analysis steps on the characteristics of both 

PUFs. Section IV discusses the results of performance 

metrics of both PUFs. Section V concludes the study. 

II. PERFORMANCE METRICS OF DRAM PUFS 

The effectiveness of DRAM PUF mainly hinges on three key 

quality parameters: uniqueness, reliability, and randomness. 

Besides, bias measures the deviation of the distribution of 

binary outputs (0s and 1s) from an ideal 50/50 distribution in 

PUF responses. It quantifies how skewed the response values 

are; uniformity measures how evenly the binary outputs (0s 

and 1s) are distributed across all responses of the PUF. It 

reflects the degree to which the PUF outputs are balanced. 

Evaluating these parameters is essential for ensuring that 

PUFs meet contemporary cryptographic security standards. 

This research assesses various PUF metrics to gauge how 

effectively PUFs deliver secure and reliable hardware-based 

security solutions. 

A. Uniqueness 

Uniqueness measures the degree of difference in PUF 

responses across different instances of the same type of PUF. 

The satisfactory uniqueness value should be greater than 0.5 

and approaching 1. A high uniqueness value suggests that 

each PUF instance generates a unique response, enhancing 

security by ensuring that no two instances produce the same 

response. For optimal security, uniqueness should be as high 

as possible, ideally close to 1, indicating that responses are 

nearly completely distinct. The uniqueness is evaluated as in 

Equation (1). Where N is the total number of devices (PUFs) 

being compared. HD(Ri, Rj) is the Hamming distance 

between the PUF responses  Ri and Rj from devices i and j. n 

is the number of bits in each PUF response. 

 

(1) 

B. Bit Error Rate (BER) 

BER measures the error rate in the PUF responses 

compared to the expected or reference responses. The ideal 

value of BER should be close to 0. A low BER indicates 

minimal error rates between the PUF output and the reference 

or between different instances. For secure applications, BER 

should be as close to 0 as possible, indicating high 

consistency and reliability. BER can be measured using 

Equation (2). Where xi and yi are the bits at position i in the 

two binary strings. n is the length of the binary strings. 

 
(2) 

C. Randomness 

Randomness measures how unpredictable and uniformly 

distributed the responses of a Physical Unclonable Function 

(PUF) are. This is assessed using statistical tests to determine 

if the responses exhibit characteristics of random sequences. 

High randomness is approaching the maximum entropy 

value. Randomness, or entropy, quantifies the 

unpredictability of the PUF output as described in Equation 

(3). For binary data, the maximum entropy value is 1 bit per 

bit of output. High randomness ensures that the PUF 

responses are difficult to predict, enhancing security. 

Ensuring that the PUF responses exhibit high randomness is 

crucial for reliable and secure hardware-based security 

solutions. 

Randomness (Entrophy)  =  − ∑ pi . log2 (pi)
i

 (3) 

where pi is the probability of occurrence of the 𝑖-th response 

value. 
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D. Bias 

Bias, as described in Equation (4), measures the deviation 

of the PUF output from a uniform distribution. Specifically, 

it quantifies how far the proportion of 1s or 0s is from an 

equal distribution. Ideal Value: Low Bias, ideally close to 0 

Explanation: Bias measures how uniformly the PUF output 

bits are distributed. Ideally, bias should be close to 0, 

meaning that the number of 1s and 0s are nearly equal. This 

ensures that the output is uniformly distributed and avoids 

predictability.  

Bias =  |
P1 − P0

P1 + P0

| (4) 

where P1 is the proportion of 1s and P0 is the proportion of 

0s. 

E. Uniformity  

Uniformity measures the balance of '0's and '1's in a single 

PUF response using Equation (5). 

Uniformity =  (
1

L
∑ Ri

L

i=1

)  X 100% (5) 

where Ri is the frequency of the 𝑖-th distinct response value 

and L is the total number of distinct response values. 

Uniformity should be close to 1, indicating that the 

distribution of 0s and 1s is as even as possible across the PUF 

responses. 

III. METHODOLOGY 

First, the initial startup values are collected from both the 

SRAM and SDRAM on FPGA boards. A total of 10 boards 

are used for this purpose. Next, based on the startup values 

and the characteristics of the Physical Unclonable Function 

(PUF), the optimal addresses and bit positions to be included 

in the PUF is determined; this step is required for SDRAM 

and is called SDRAM segment selection. Then, PUF 

characteristic analysis is performed to understand its 

performance. 

To ensure the quality of the SDRAM PUF, it is crucial to 

select appropriate segments of SDRAM to be included as the 

PUF. Given the substantial size difference between SRAM 

and SDRAM (which is much larger), we need to identify and 

choose specific SDRAM segments that possess good PUF 

characteristics. This process involves selecting and analyzing 

different segments to ensure accurate and reliable PUF 

performance evaluation based on the PUF evaluation metrics 

described in Section II. There are two methods used for 

selecting these SDRAM segments: majority voting and 

pattern analysis. 

A. SDRAM Segment Selection using Majority Voting 

Majority voting is used in the methodology to select 

stable bits of SDRAM to be used as PUF response. The 

method is as detailed in the following steps:  

• Initial comparison of the data within the same board: 

For each board, collect multiple readings of the data 

bits at specific address lines. Compare these readings 

to detect any bit errors or inconsistencies. For an 

address line, if its data shows significant variability 

or changes across readings, consider it unreliable and 

eliminate it from further consideration as a potential 

PUF challenge line.  

• Comparison of the data across the boards: Apply the 

same comparison and elimination process across all 

boards for the stable address lines identified in the 

first step. The stable address lines which show the 

lowest error rates on their data will form a set of 

reliable candidates for the PUF challenge.  

• Pruning based on bit-level stability: Within the 

selected address lines from the previous step, assess 

the stability of each bit by evaluating its error rate. 

Choose the most stable bits (those with the lowest 

error rates) from these address lines to be used as the 

final PUF challenge. This ensures that the selected 

bits provide reliable and consistent PUF responses. 

The raw data consists of 27 files of SDRAM data, one for 

each of the 9 boards, each of which is tested 3 times. These 

files are then combined into one file for each board to ease 

the comparison between the bit values at the same position 

obtained from the three repetitions of the test. If all three bits 

are the same, that value is written to the new file, otherwise, 

an "x" is used to indicate a mismatch. This process results in 

9 files of combined SDRAM data, namely 

combined_raw_file and Fig. 1 illustrates the example of this 

step. This step is repeated for 9 boards. 

 

 

Fig. 1. Generating combined_raw_file. 

Next, the majority voting method is employed based on 

the PUF metric of BER to identify stable bits for use in 

challenges. The average number of "x" in each board and bit 

position is calculated, with the requirement that the average 

number of "x" in the same board is less than 6, “a” and the 

average number of "x" in different boards, “b” is less than 4.  

Table I shows the example of the placement of bits and the 

count of ‘x’ for one of the address lines (line: 5324672). The 

average of a and b are 6.33 and 1.73, respectively, therefore, 

was exampted from selection due to value a exceed the limit. 

This ensures that the selected bits are stable and reliable 

across multiple PUF responses. The process produces 1173 

lines of 32-bit data for each board for each repetition. The 

next step involves selecting the bit positions to be used as 

PUF response for each of the address lines. This is done by 

comparing the mismatch count across all the boards for each 

bit position. This results in 32 tables, with each table 

corresponding to a bit position and the rows being the address 

lines. The tables are organized such that the address lines with 

the least number of "x" (mismatch count) values are at the 

top, while those with the most "x" values are at the bottom. 
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TABLE I.  MISMATCHES FOR AN ADDRESS LINE OF DIFFERENT BOARDS. 

 
 

 For each bit position, the address lines that have zero "x" 

values in every board are selected as the challenges for the 

PUF. In cases where there are multiple addresses with zero 

"x" values in the same line, one address is selected randomly. 

Table II shows the example of the addresses with the possible 

bit position to be used as challenges source. The addresses 

25722602, 25751978 and 25722602 have zero mismatch for 

more than two bits but only one bit for the respective address 

will be selected. For instance, for address 25722602, bit at 

position 18 is selected while for address 25751978, bit at 

position 11 is selected. 

TABLE II.  BIT POSITIONS WITH ZERO MISMATCH FOR EACH ADDRESS. 

 
 

Finally, the challenges and their corresponding stable bit 

positions are compiled into a single file. There are 1079 

challenges in total, which can be used to evaluate the quality 

of the PUF. 

B. SDRAM Startup Pattern Analysis 

Pattern analysis is performed on the start-up values of 

each board to evaluate the randomness and the uniqueness of 

the data and to determine the minimum number of address 

lines to be used in extracting the start-up. First, SDRAM start-

up data is collected and analyzed to identify their recurring 

features or trends that can guide towards effective decisions 

about SDRAM segment selection, ensuring that the segments 

chosen for testing are representative and meaningful.  

The SDRAM readings were conducted multiple times to 

ensure accuracy and reliability. Each reading was then 

grouped into batches of 200,000 lines each for systematic 

analysis; batch 1 starts from address 1 to address 200,000 and 

batch 2 starts from address 200,001 to address 400,000 and 

so on. As shown in Fig. 2, this process revealed distinct 

cyclical and repetitive patterns within the data, focusing on 

the sums of all ones, all zeros, and mismatches within each 

batch. These recurring patterns suggest systematic structures 

or behaviors in the SDRAM data. The data displayed a 

recurring structure with two main cycles, each comprising 15 

smaller sub-cycles; for each of the sub-cycles, it consists of 

71 batches. The graph shows that the pattern repeats for every 

sub-cycle. While the general pattern remained consistent 

across different boards, the specific shape of each cycle was 

uniquely characteristic of each individual board. This unique 

cyclic signature underscores SDRAM's potential to serve as 

a PUF source, highlighting its capacity to produce distinct 

and identifiable patterns suitable for secure key generation 

and authentication purposes. 

 

 

(a) 

 

(b) 

Fig. 2. (a) Total bits of strong 1, strong 0 and mismatch of every batch for 

Board 49. (b) Total bits of strong 1, strong 0 and mismatch of every 

batch for Board 55. 

When comparing the patterns of the two main cycles of 

Boards 50 and 51 side by side as shown in Fig. 3, focusing on 

the sum of mismatches (X), an interesting observation 

emerges; while each sub-cycle shows an almost similar 

pattern, there are clear differences between the first main 

cycle and the second main cycle. Further analysis involves 

comparing all sub-cycles side by side, examining the average, 

maximum, and minimum values for the sum of mismatches 

in Boards 50 and 51. This detailed comparison reveals 

different behaviors between the two boards. For Board 51, the 
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pattern of maximum and minimum mismatches stays 

relatively constant throughout the cycles, indicating a stable 

formation. In contrast, board 50 starts with a large difference 

between maximum and minimum mismatches, which 

gradually converges to a smaller difference over batch. The 

address range used as challenges can be based on the sub-

cycle size, as the pattern of the remaining sub-cycles 

corresponding to the remaining regions across the SDRAM 

show a similar pattern. Therefore, for PUF characteristic 

testing, the data tested are from address 211*200,000 to 

address 281*200,000 (a total of 71*200,000 addresses) which 

represent the average length of one sub-cycle.  

 

 

 

Fig. 3. Sum of mismatch bits for Boards 50 and 51 for two repetitions where 

50_Xst denotes the first main cycle for Board 50 and 50_Xnd denotes 

the second main cycle for Board 50; similar goes to Board 51. 

These findings highlight that each board has a unique and 

random startup value pattern, which can be used for PUF 

applications. The distinct cycle signatures and their 

variability across different boards show the potential of using 

SDRAM for secure key generation and hardware 

authentication. By using these cycle patterns, segmentation 

can be done by focusing on the range of one complete cycle 

to check the PUF quality. This approach ensures that the 

selected segments capture the unique and stable 

characteristics necessary for reliable PUF performance, 

enhancing the overall security and robustness of the system. 

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS 

This section discusses the reliability and robustness of the 

startup-based SRAM PUF and startup-based DRAM PUF 

using the PUF performance metrics described in Section II. 

A. Reliability and Robustness of the startup-based SRAM 

PUF 

Table III tabulates the computed PUF metrics for different 

SRAM on ATXmega128A1 labelled as 49, 50 and 120 

respectively. The startup value readings of SRAM reveal that 

most quality metrics are close to their ideal values, 

highlighting the potential of SRAM for PUF applications. 

SRAM stands out due to its unique properties and advantages, 

especially when integrated into compact devices with limited 

space. Utilizing the existing RAM embedded within a device 

allows for the creation of a reliable and secure PUF without 

the need for additional hardware, thereby minimizing area 

overhead and reducing costs. One of the key benefits of 

SRAM-based PUFs is their inherent randomness and 

uniqueness, which are critical for generating secure 

cryptographic keys. Unlike other PUF methods that may 

require significant modifications or additions to the 

hardware, SRAM-based PUFs leverage the naturally 

occurring variations in the manufacturing process of the 

SRAM cells. Similar trends of results were obtained from the 

performance evaluation using Microchip ATmega328P.  

TABLE III.  PUF PERFORMANCE FOR SRAM (8 KB) ON MICROCHIP 

ATXMEGA128A1 MICROCONTROLLER BOARDS 49, 50 AND 120. 

Board 49 50 120 

Bias 0.24129 0.23879 0.24034 

Randomness  0.95758 0.95847 0.95792 

Uniformity 0.62065 0.61940 0.62017 

BER 0.05071 0.05017 0.05489 

Uniqueness 0.45537 0.45516 0.45997 

TABLE IV.  PUF PERFORMANCE FOR SRAM (4 KB) ON MICROCHIP 

ATMEGA328P MICROCONTROLLER BOARDS A0, A1, A4 AND A5. 

Board A0 A1 A4 A5 

Bias 0.18938 0.14392 0.18599 0.18828 

Randomness  0.97390 0.98491 0.97486 0.97427 

Uniformity 0.59469 0.57196 0.59299 0.59414 

BER 0.01924 0.01813 0.01829 0.01899 

Uniqueness 0.48888 0.49402 0.49155 0.48020 

 

 The search space of a PUF, often referred to as its 

"challenge-response space" or "CRP space," plays the role of 

enhancing security. A vast CRP space makes it exceedingly 

difficult for attackers to hack the PUF, as the length of the 

key can be significantly increased by using longer bit 

sequences. The immense CRP space provided by SRAM-

based PUFs is crucial for protecting sensitive information in 

modern electronic devices. Considering the theoretical 

potential, SDRAM, with its significantly larger size, can offer 

an even greater CRP space than SRAM. This means that 

SDRAM-based PUFs could theoretically provide an even 

higher level of security due to the larger number of possible 

responses. Therefore, we explored the possibility of startup-

based SDRAM PUF in the experiment elaborated in the 

following section. 

B. Reliability and Robustness of the startup-based SDRAM 

PUF: Majority Voting 

SDRAM, known for its high density and speed, differs 

significantly from SRAM in that it relies on capacitors and 

requires periodic refreshing and initialization. This 

fundamental difference presents a challenge when evaluating 

SDRAM's potential as a PUF source. To address this, we first 

perform PUF quality tests on SRAM to establish a controlled 

reference. Given the significant size difference between 

SRAM and SDRAM, this study aims to determine an 

appropriate range or space within SDRAM for testing, 

ensuring a fair comparison and assessing SDRAM's viability 

as a PUF source. 

Using the majority voting method, the segmentation 

process can be refined to identify 1079 key segments. These 

segments, or potential bits, were selected based on their 
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reliability and consistency across different readings and 

boards. The average number of mismatches ("x") in each 

board and bit position was calculated with two specific 

criteria: the average number of mismatches within the same 

board must be less than 6, and the average number of 

mismatches between different boards must be less than 4. 

This precise approach ensures that the identified segments are 

highly reliable and exhibit minimal variability, making them 

ideal candidates for PUF testing. The results of BER and Bias 

in Table V demonstrate the quality of the SDRAM PUF based 

on the first three readings to evaluate the robustness of the 

selected SDRAM segments. Table VI displays the results in 

uniqueness and randomness of the SDRAM PUF across the 

different boards. The readings were repeated 10 times across 

10 different boards, focusing on previously identified key 

positions. 

TABLE V.  PUF PERFORMANCE IN BER AND BIAS FOR SDRAM OF 10 

DIFFERENT BOARDS. 

Board BER 
Error Rate 

(%) 
Board Biasness 

Error Rate 

(%) 

18 0.10078 10.1  18 0.39844 20.3  

47 0 0.0  47 0.49219 1.6  

48 0.06094 6.1  48 0.44531 10.9  

49 0.00313 0.3  49 0.34375 31.3  

50 0.00703 0.7  50 0.55469 10.9  

51 0.07578 7.6  51 0.38281 23.4  

52 0.08047 8.0  52 0.40625 18.8  

53 0.02891 2.9  53 0.52344 4.7  

54 0.00703 0.7  54 0.4375 12.5  

55 0.03281 3.3  55 0.28125 43.8  

Ave. 0.04 3.969 Ave. 0.427 14.688 

 

TABLE VI.  PUF PERFORMANCE IN UNIQUENESS AND RANDOMNESS FOR 

SDRAM OF 10 DIFFERENT BOARDS. 

Repetitio

n 

Unique-

ness 

Error Rate 

(%) 

Repetitio

n 

Rando

m-ness 

Error 

Rate 

(%) 

1 0.51769  3.5 1 0.90426 9.6 

2 0.52760  5.5 2 0.87373 12.6 

3 0.52418  4.8 3 0.89381 10.6 

4 0.52371  4.7 4 0.89181 10.8 

5 0.53344  6.7 5 0.87868 12.1 

6 0.50300  0.6 6 0.84990 15.0 

7 0.53411  6.8 7 0.84334 15.7 

8 0.53810  7.6 8 0.82825 17.2 

9 0.53846  7.7 9 0.81981 18.0 

10 0.53238  6.5 10 0.87168 12.8 

Ave. 0.527 5.454 Ave. 0.866 13.447 

  

The results show that SDRAM PUF is good in randomness 

and uniqueness, and satisfactory in biasness. However, BER 

varied significantly across the boards, as illustrated in Table 

V. Being consistently low BER is a crucial quality for PUFs, 

which are intended to generate secure keys. Inconsistent BER 

quality can compromise the system's reliability and security, 

potentially causing vulnerabilities even before an attacker 

attempts to exploit them. This inconsistency highlights the 

need for a thorough analysis and optimization of SDRAM 

segments to ensure robust and dependable PUF performance. 

C. Reliability and Robustness of the startup-based SDRAM 

PUF: Pattern Analysis 

The repeated patterns of ones, zeros, and mismatches 

reveal that certain characteristics of SDRAM memory can be 

leveraged for effective segmentation. This detailed analysis 

deepens the understanding of SDRAM’s randomness and 

uniqueness, highlighting any periodic behaviors or anomalies 

that could affect testing accuracy and reliability. The results 

presented below showcase the quality of the PUF using 

pattern analysis segmentation. The analysis indicates high-

quality segments that, in principle, could be used as PUF 

sources as confirmed again in the segmentation results in 

Table VII. However, the Bit Error Rate (BER) values present 

a significant issue. Some boards exhibit BER values 

exceeding 50%, indicating that the readings vary 

substantially with each repetition. This inconsistency in BER 

values is like the findings from the SDRAM segmentation, 

which also revealed significant variability. These results 

suggest that while SDRAM shows potential in terms of 

pattern consistency, the high BER values undermine its 

reliability as a PUF candidate. 

TABLE VII.  PUF PERFORMANCE FOR SDRAM OF BOARDS 49, 52, 54 AND 

55. 

File 49 52 54 55 

Bias 0.13614 0.05306 0.01783 0.14844 

Randomness  0.98552 0.99796 0.99968 0.98370 

Uniformity 0.43193 0.47347 0.49303 0.42578 

Uniqueness 0.45211 0.50286 0.45999 0.48430 

BER 0.25425 0.57936 0.26882 0.44306 

 

D. SDRAM PUF as Obfuscation Seed 

Utilizing the strengths of SDRAM PUF (strong 

uniqueness and randomness) and the weakness (poor BER), 

we recommend SDRAM PUF to be used in generation of 

obfuscation seeds. The high BER can be leveraged to increase 

the unpredictability of the obfuscation seeds in a secure 

system to jumble the important or secret information. This 

increases the difficulty of attackers stealing the information. 

In some secure applications such as secure scan architecture, 

the scan data which is obfuscated when a wrong key is 

provided does not need a reversed engineering to obtain the 

original scan data. Thus, higher BER can improve the 

robustness of the obfuscation while reducing the 

recognizability.  

V. CONCLUSION 

This study evaluated the reliability and robustness of 

startup-based SRAM and DRAM PUFs by analyzing metrics 

including bias, randomness, uniformity, and uniqueness. 



Journal of Computer Science and Engineering Research (JCSER} 30 

 

Khairul Shazwan Mamat, Chia Yee Ooi, An Exploration of Embedded Memories Start-Up Patterns as Physical Unclonable 

Functions 

 

SRAM-based PUFs demonstrate strong performance with 

metrics close to ideal values, offering excellent randomness 

and uniqueness that are critical for secure key generation. In 

contrast, while SDRAM PUFs also show strong randomness 

and uniqueness, their high Bit Error Rate (BER) across 

different boards presents a significant challenge, impacting 

their reliability and security. Despite this, SDRAM PUFs can 

be effectively used for obfuscation purposes, leveraging high 

BER to increase unpredictability and enhance the robustness 

of security mechanisms. Both SRAM and SDRAM PUFs 

have unique advantages and can be strategically applied in 

various security contexts. 
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